
Petar Halachev

83

 

Science, Engineering & Education, 1, (1), 2016, 83-88

Big data and cloud computing – issues and problems

Petar Halachev

Department of Informatics, 
University of Chemical Technology and Metallurgy, 8 Kl. Ohridski, 1756 Sofia, Bulgaria

ABSTRACT

In recent years there has been an increase in the size of Big Data as a result of the growth of so-
cial networks, Internet of Things (IoT), business information, etc. A number of problems arise when 
using Big Data.  They can be solved by using Cloud Computing. There are many cloud solutions for 
processing, analysis and data storage but their application requires taking account of and analyzing 
characteristics as scalability, parameters concerning the hardware configuration, the system and the 
application software availability, price, etc.   A comparative analysis of cloud service providers is 
made in this article, and guidelines for optimal choice of the provider are defined.
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INTRODUCTION

In recent years trends of information growth 
at an increasingly large scale have been observed. 
The terms terabyte, zeta byte and Big Data are 
circulating in the public domain more and more 
often. The reasons for big data growth refer to:

l Accelerated growth of the number of IoT 
and registration of events from radio frequency 
identifiers (RFID);

l A huge flow of data from social networks 
in the Internet;

l Accumulation of large volumes of business in-
formation along with maintaining the existing one;

l Data from subscribers of the mobile opera-
tors;

l Data from devices for audio and video 
registration;

l Data on the weather conditions and others.
Along with the big data expansion several 

problems related to its management arise. Those 
of greater significance are:

Problems in the storage, processing and 
analysis of Big data, increase of the complexity 
and volume of the work and lack of hardware 
equipment and personnel to carry out the process;

Problems with provision of safe storage and 
information processing in small and medium-
sized companies;

Need for spending  funds for the purchase of 
system and application software

Some of these problems can be solved through 
the usage of cloud services.

1. Cloud services
Cloud services are characterized by a number 

of features defined by The National Institute of 
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Standards and Tech in the following manner [1]:
Self service on demand - the user determines 

and changes independently, without requiring an 
interaction with the service provider, the com-
puting capability (the server time, the speed of 
access and processing of the data, the volume of 
the stored data). 

Broad network access - universal access to 
the network regardless of the terminal used.

Resource pooling - integration of the re-
sources. The service provider brings together the 
resources to serve a large number of users in a 
single pool aiming to distribute dynamically the 
capacity between the users in a constantly chang-
ing demand for power. The users control only the 
basic parameters of the service (the data volume, 
the speed of access). Such resources include for 
example the storage, the processing power, the 
memory, and the network bandwidth.

Rapid elasticity – the services can be ex-
panded or reduced at any point of time without 
additional costs for interaction with the supplier 
(in an automatic mode as a rule);

Measured service – the service provider 
calculates automatically the consumption of re-
sources at a certain level of abstraction (a volume 
of the stored data, throughput, a number of users, 
a number of transactions). The volume of the 
services provided to the consumers is assessed 
on the basis of this data.

2. Classification of the cloud services
The cloud technologies offer a wide range of 

services that solve specific problems in an indi-
vidual and a corporate aspect. The following main 
types of services provided by the cloud systems 
are considered:

l Everything As a Service - in this type of a 
service everything needed is provided to the user 
- hardware and software for management of the 
business process, including the management of 
customer interaction. All that is required by the 
user is Internet access.

l Infrastructure As a Service – it is applied 

to the development and maintenance of the infra-
structure of the organization. In the most general 
case these are virtual platforms connected to the 
network, which are adjusted to the needs of its 
users.

l Platform As a Service - includes software 
for managing the computer platform, i.e. the 
operating system and software.

l Software As a Service - the user can use 
software located on remote servers that are ac-
cessed over the Internet. This service includes 
payment only for the actual use of the software; 
all issues related to licensing and updating of the 
software are resolved by the service provider.

l Hardware  as a Service - the user is pro-
vided with a borrowed equipment, which can be 
used for his own purposes. This type of service 
is similar to the services Infrastructure as a Ser-
vice and Platform as a Service, except that the 
consumer has access to the equipment and he 
determines what software to install.

l Workplace as a Service - the company 
organizes virtual workplaces for its employees 
through installing and configuring the necessary 
software.

l Data As a Service - management of the disk 
space for storing the users information.

l Security As a Service – provides the users 
with safe use of Web technologies, secure com-
munication, etc.

Depending on the conceptual model of the 
cloud there are public, private and hybrid clouds.

The public cloud is IT infrastructure that is 
used by many companies and individual users at 
the same time. The provider of the cloud service 
manages and maintains the cloud. The public 
cloud offers an easy and affordable way to de-
ploy websites and business systems. The cloud 
offers high scalability which is not supported by 
other types of clouds.  Amazon EC2 and simple 
storage service (S3), Google Apps / Docs, Sales-
force.com, Microsoft Office Web are this type of 
online services.
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Private cloud is a cloud infrastructure oper-
ated solely for a single organization, whether 
managed internally or by a third-party, and hosted 
either internally or externally [2]. The infra-
structure can be located in the company itself, at 
external operator or partly at the operator and at 
the company.

Hybrid cloud - IT infrastructure that uses 
the best features of public and private clouds. 
It is most often used when the organization has 
seasonal periods of activity, i. e. part of the power 
of the private cloud is transferred to the public 
cloud when the private one cannot cope with 
the current tasks. Furthermore, the access to the 
resources of the company is organized through 
the public cloud.

3. Cloud services in the business
The cloud services can be viewed in two 

ways - oriented towards the end user and towards 
the business. The first group includes services 
for storage of the user content - photos, videos, 
documents, etc. on a WEB based server. The idea 
of this type of the cloud service is to provide an 
access of the user to the uploaded files from any 
Internet access point with a maximum wide range 
of devices - from smartphones to PCs.

The cloud service PAAS - Platform is more 
suitable as a Service for the purpose of the business.

Modern programming languages - Node 
JS, Python cannot be hosted on virtual servers 
as opposed to PHP for example. Several sites of 
individual companies and several separate data-
bases required for the hosted sites can be hosted 
on one physical machine in PHP. New needs of 
hosting service, where a site occupies an entire 
physical server, arise with the expanding invasion 
of the new programming languages in the WEB, 

The new technologies go even further by 
providing a decision to deploy a site on several 
physical servers and to distribute their load via 
Load Balancer. While there were before cheaper 
solutions for hosting of PHP (host.bg costs 16 € 
per year), modern means require significant in-
vestments (Microsoft Azure costs 165 € per year).

To reduce the price and to target smaller and 
less busy sites, service providers offer hosting 
with modest machines at a modest price. Later, 
when traffic to the site increases, or there is an 
increase of the requirements for its database, pro-
viders offer scalability - the price increases with 
increase of the parameters of the virtual machine 
- for example, a machine with two processors, 2 
GB of RAM and 40 GB of disk, is available at a 
double price compared to a machine with 1 CPU, 
1 GB of RAM and 20 GB disk.

The name of this kind of services is VPS 
(Virtual Private Server). The service is a separate 
computer, where for example a Linux operating 
system has been installed. The Web server is oper-
ated under it. The configuration, installation and 
maintenance are carried out by the tenant of the 
server. The users are additionally charged if they 
are carried out by the provider of VPS.

The VPS servers under Linux are most often 
used for hosting of WEB based applications, and 
the connection to them (their administration) is 
handled by the console application Putty. VPS 
under Windows are used for a slightly different 
kind of service - the user (or users) connect using 
the application Remote Desktop to their virtual 
machine, and their personal computers act as 
terminals.

The users performs actions on software de-
velopment on the remote machines. For example 
-  on a machine considerably more powerful 
than their desktop computer. It is also possible 
several developers to connect to the same remote 
machine at the same time to work on the same 
project. The license fees for the individual users 
are saved (the development software is licensed 
only on the VPS server).

This article discusses the private corporate 
clouds (private cloud) as the infrastructure is 
located within one organization. A specific fea-
ture of the private cloud refers to the location 
of the data on equipment already present in the 
organization. This type of models are developed 
to satisfy fully the needs of the staff at a high 
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level of data safety.
Already existing IT-infrastructure can be 

called cloud if the available servers, devices for 
data storage and networks are integrated into 
private clouds through special applications that 
provide the use of the existing resources with the 
functionality of the cloud, as well as full scal-
ability and automated customer service system at 
the exit. The general scheme of the infrastructure 
and its interaction in a simplified form is shown in 
Fig. 1. There the cloud is split into two segments 
– a management level of the administrator (inner 
unit) and an external customer level (outer unit). 
Corporate cloud can interact with the businesses 
by providing services to customers and partners 
of the organization.

4. Providers of cloud services
At present there are various cloud service 

providers. One of the largest providers of b2b 
services can be presented as follows:

l Azure.com, Azure Services Platform [3] - 
provides remote cloud platforms that allow data 
storage and execution of web applications on 
remote clouds. Windows Azure  is the operating 
system of the platform. It allows running ap-
plications on virtual machines on the Microsoft 
datacenter. The developed SDK (Software De-
velopment Kit) for Visual studio enables an easy 
operation for the developers . The technologies 
ASP.NET, C# and VB.Net, the development of 
SDK for Java and Ruby continues are officially 
supported.

l Aws.amazon.com, Amazon Web Services 
[4] - services for execution of highly scalable 
applications, information storage on Amazon 
remote servers; provides all models of SaaS, 
IaaS and PaaS.

l Appengine.google.com, Google Apps En-
gine [5] – the service of Google is a platform for 
creation and development of applications in the 
infrastructure of the company datacenter. The 
applications in the cloud are running on multiple 
virtual servers.   Python, PHP and Java are the of-
ficially supported languages.

l Salesforce.com [6] – provides predomi-
nantly SaaS and PaaS. The application for the 
platform can be developed with the Java like 
language Apex, and also with Visual Force for 
work with HTML, AJAX, and Flex.

Evaluation and analysis of the cloud services 
provided is required for the purpose of optimal 
choice. The following questions arise:

1. What are the cloud service characteristics - 
the number of processors, RAM, hard drive size, 
security, scalability and price?

2. Is it necessary to process the data in real 
time or a delay is acceptable, and how often re-
quests for data processing are made?

The table shows cloud service providers and 
compares their characteristics and value.

 
5. Advantages and disadvantages the cloud 

services
The application of cloud services provides 

Fig. 1. A private corporate cloud.
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great benefits to the organizations that use them. 
They refer to:

l Accessibility, reliability and fault tolerance 
- the services are accessible to all users, from any-
where where there is internet, from any computer 
that has a browser. Data centers are managed by 
professional experts providing round the clock 
support of the virtual machines.

l No need of powerful and expensive comput-
ers of large amounts of memory and disks. CD 
and DVD are not necessary as all the information 
and programs remain in the cloud. The users can 
use a compact netbook.

l Resistance to data loss or theft of equipment. 
When storing data in the cloud, their copies are 
automatically distributed to multiple servers, in 
some cases located on different continents.

l Economy and efficiency - only actual con-
sumption depending on the exact timing of use 
of computers and software applications is paid.

l Rental of resources - usually the servers of 
medium-sized companies are loaded only at 10 
- 15 % in a given period of time. In other cases 
additional computing resources are required. 
Companies can reduce the costs for purchase of 
equipment and its support by using the necessary 
computing resources in the cloud in view of their 
specific needs.

l Rental of software. Companies can buy 
the necessary software applications in the cloud 
instead of buying software packages for each 
local user. The applications in the cloud can be 
used only by those users who need them for their 
work. The costs for the use of the applications 
accessible via the Internet are significantly lower 
than their counterparts of the local computers. If 

the applications are not used often, they can be 
leased with an hourly wage.

l Collaboration. When working with docu-
ments in the cloud it is not necessary to send 
from one user to another their versions and their 
consecutive processing and editing. The users 
have the latest version of the document, and any 
amendments applied by one user are instantly 
reflected to the others.

l Service. When deploying Cloud Comput-
ing the number of the physical servers decreases, 
while their service is quick and easy. The software 
installed in the cloud is updated in the cloud.

Flexibility and scalability - unlimited comput-
ing resources, memory, CPU, disks. Repositories 
of data in the cloud can quickly and flexibly be 
adjusted according to the consumers needs.

l Application interfaces. As a rule the Cloud 
has API functions to connect to existing applica-
tions and develop new ones specifically for the 
cloud architecture.

l Productivity of the calculations. The com-
putational power available to the consumers 
is limited to the size of the cloud and the total 
number of remote servers. The users can run 
complex tasks or store information in case large 
memory is required. 

l The effect of scale economies (the serving 
of a large unified service center for data process-
ing is cheaper than many small diverse centers) 
is important for the providers of cloud services.

l It is faster and cheaper to develop appli-
cations to test a server under load and to offer 
customers their solutions directly in the cloud. 

Cloud Services facilitate the work of startup 
companies. The latter are not required to make 

Table 1. Cloud, memory, HDD Storage, Price.

Cloud Memory 
(GB) 

HDD Storage 
(GB) 

Count of 
CPUs 

Price 
($/month) 

Microsoft Azure 1.00 19.00 1 14.40 
Google Cloud 
Platform 

0.75 20.00 1 27.36 

 



Science, Engineering & Education, 1, (1), 2016 

88

expenditures for the purchase of equipment and 
software and their subsequent maintenance [7].

The cloud services application involves some 
drawbacks. They are as follows:

l Cloud Computing requires a connection 
to the Internet. Many cloud applications require 
Internet with good bandwidth and they work 
more slowly in a cloud environment than on a 
local computer.

l Endangering the safety of data. Providers 
of cloud services not only store data but also 
perform processing on them. In order to provide 
the necessary security data encryption, backup 
and preliminary research of the provider of the 
cloud service is required.

l National legislation on the territory where 
the data center is located and state normative 
regulations in respect to the access to the infor-
mation.

l Functionality of cloud services. Not all 
software applications and their functionalities 
are available in the cloud. For example, Google 
Docs app or Office web application have fewer 
features and capabilities when compared to those 
of Microsoft Excel.

l Dependence on the cloud provider. The 
choice of the information processing mode, the 
required version of the software, the certainty of 
the backups made depends on the choice of the 
particular provider of the cloud service.

CONCLUSIONS

Cloud technologies are some of the most 
popular services on the Internet. Their application 
contributes to systematization and distribution 
of resources and software reducing the cost of 
business. It also provides simplicity of service. 
But it is necessary to solve the following tasks:

1. To define the strategic and current business 
objectives and tasks of the organization. Cloud 
services are the only instrument assisting to 
achieve the business goals. A careful considera-

tion of the advantages and disadvantages of all 
decisions is required to make the proper choice.

2. To identify the applications that will run in 
the cloud. To examine and analyze the existing 
IT structure of the company in order to determine 
where changes make sense. For example, Web 
applications can be transferred to the cloud, while 
the desktop applications (word processing and 
graphics) can stay with the end user.

3. To develop a transition plan to integrate 
the existing software in the cloud environment 
identifying the specific tasks, team participants 
and financial support for the transition.

4. Selection of a cloud services provider. It 
is necessary to collect and analyze the informa-
tion concerning different cloud service providers 
taking into account factors such as data backup  
and conformity to the quality service standards, 
as they determine the stability and security of the 
cloud service provided.

5. The cloud services value. It is worth noting 
that the cloud services are not always cheaper 
than the usual office equipment and applications.
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